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ABSTRACT

In mary respectstherecentpopularizatiorof Network Sci-

ence as"the next big thing" andits impactonmuchof Com-
puter Science(CS) hasmary similarities with "shock and
awe" — atermusedby the Bushadministrationfor its mas-
sive hi-techair strikesat the beginning of the the Iraq war.

Telltale signsthat CSis currently experiencingsomeof the
symptomsthat are typical of "victims" of this "shock and
awe" treatmentare (i) an uncritical andalmostsubmissie

embraceof Network Science concepts(ii) adisturbingde-
nial of beingfirmly rootedin the engineeringsciencesand
(iii) anacutefearof having lostits identity. In this purpose-
fully provocative but completelytenablearticle, | arguethat
it's time for CSto turn the tablesand shov Network Sci-

ence its properplace.

1. INTRODUCTION

"Shockandawe" wasthe term usedby the Bushadmin-
istrationfor its massve hi-tech air strikesat the beginning
of thethe Iragwar. As amilitary strat@y, it is discussedn
detailin [12] wherethe authorsdescribet asbeing"aimed
at influencingthewill, perception,and undestandingof an
advesaryratherthansimplydestoyingmilitary capability”
They go on andexplain that"rapid dominancewill impose
this overwhelmingdevel of Shok and Awe againstan adver
saryonanimmediateor suficientlytimelybasisto paralyze
its will to carry on ... [to] seizecontmol of the ervironment
andparalyzeor sooverloadanadvesary’s perceptionsand
undesstandingof eventsthat the enemywould beincapable
of resistanceat thetactical and strategic levels."

The recentpopularizationof Network Science as "the
New Science"andits impacton muchof CShasmary sim-
ilarities with this "shockand awe" strategy. Fueledin part
by the publicationof a NationalResearctCouncilreportin
2005(8], Network Science hasbecomea new andrapidly
evolving disciplinethathasgainedgreatvisibility in thetech-
nical and popularliteraturewithin the last few years. In a
recentarticle, L.-A. Barabasi6], oneof its founders,sum-
marizedthe overallimpactof Network Science asfollows.
"For decadeswe tacitly assumedhat the componentof
suth comple systemsas the cell, the society or the Inter-
net are randomlywired together In the pastdecade an
avalande of reseach has shownthat manyreal networks,
independentf their age, function, and scope corverge to
similar architectures,a universalitythatallowedreseachers

from different disciplinesto embiace networktheory as a
commonparadigm. The decade-oldiscovery of scale-fee
networkswas one of thoseeventsthat had helpedcatalyze
the emepgenceof networksciencea new reseach field with
its distinct setof challengesand accomplishmentsWhatis
certainlyundeniablés thatthe numberof publishedpapers
in this field hasincreasedt staggeringates[2], workshops
andconferencesn this topic have mushroomedgourseson
differentaspectgelatedto this field are offeredby various
organizationge.g.,[9, 10]), coursematerialsatdifferentlev-
elsarereadilyavailableon anever-growing numberof web-
sites(see for example,[5] under'resources")andnew text-
bookskeepappearindn rapidsuccessionSomeof themore
popularbooksin this areainclude,amongothers,

e L.-A. Barabasilinked: How Everythingls Connected
to EverythingElse and What it Meansfor Business,
Scienceand Everydayl ife, Perseu®ublishing,Cam-
bridge,MA 2002.

e D.J. Watts. Six Degrees: The Scienceof a Connected
Age, Norton,New York, 2003.

e S.N.Dorogovtser andJ.EF. Mendes Evolutionof Net-
works: FromBiological Netsto thelnternetandWWW
Oxford University PressQOxford, 2003.

¢ R. PastorSatorrasand A. Vespignani. Evolutionand
Structueofthelnternet: A StatisticalPhysicsApproadh,
CambridgeUniversity PressCambridge 2004.

¢ M.E.J.Newman,A.-L, BarabasiandD.J. Watts. The
Structue and Dynamicsof Networks PrincetonUni-
versity PressPrincetonNJ, 2006.

e A. Barrat,M. BarthelemyandA. VespignaniDynam-
ical Processesn Complex Networks CambridgdUni-
versity PressCambridge2008.

e T.G. Lewis. NetworkScience: Theoryand Applica-
tions, Wiley, 2009.

e M. E. J.Newman. Networks:An Introduction Oxford
University PressMarch2010.

Network Science hasachiesed this "rapid dominance"
despitethe fact that there still exists a considerablediver-
genceof views regardingthe precisedefinition and overall
scopeof this new discipline[7]. While the NCR report[8]



attemptedo provideaworkingdefinition(i.e.,"Networksci-
enceconsistofthestudyof networkrepresentationsf phys-
ical, biological, andsocialphenomenédeadingto predictive
modelsfthesephenomend); mostviews of thefield to date
probablyagreeon threebasicfeatureghat,to somedegree,
characterizehis "new science:'the work tendsto be data-
driven,analyticin nature andbasednthe premisethatnet-
work propertiesthat are universalacrossvery diverseareas
of applicationsexist andawait discovery. Theseviews have
beenshapedy therecentavailability of enormousamounts
of network-relateddatafrom all areaf scienceby alargely
physics-inspiredand -dominatedapproachto dealingwith
comple large-scalaetworks,andaverytraditionalattitude
towardstherolesof dataanalysismodeling,andmodelval-
idationin anageof unprecedentedccesgo unprecedented
amountf measurements.

2. NETWORK SCIENCE AND CS

A mainreasonwhy CS hasbeena prime targetfor Net-
work Science’srapiddominancestrat@y is thatfor thepast
10 years,the Internethasprovided an almostideal playing
groundfor Network Science ideasand hencehasbeena
prime applicationareafor mary of the conceptsadwocated
by this new kind of science. In fact, the Internethasfea-
turedprominentlyin theearlyandhighly publicizedsuccess
storiesattributedto Network Science [1], partly becaus®f
themary typesof "networks" or connectvity structureshat
resultfrom its designedhature(e.g., routerlevel topology,
autonomousystem-Ilgel topology, the Web graph,Peerto-
Peernetworks, Online SocialNetworks, etc.), partly dueto
analundanceof readily availablehigh-volumedatasetshut
mainly becausef its importancefor our daily livesandits
ubiquitoususeby billions of people.

This critical andgrowing dependencef a large fraction
of the humanpopulation,of almostall organizations.and
practicallyeverygovernmenbnthelnternethasattractedn-
creasingattentionfrom differentinterestgroupsworldwide
andhasled to significantfunding efforts by public and pri-
vateinstitutionsalike to improve the overall understanding
of this critical infrastructure. Network Science hasbeen
quick in recognizingthe ensuingopportunitiesto influence
public policy andshapearesearclagendan anareathathas
traditionally beenpart of the engineeringsciences.In con-
trast,the CS communityhasbeenslow to seethewriting on
the wall and hasshawn all the signsof a victim of a suc-
cessful'shockandawe" attackasexplainedin [12]. For ex-
ample,only very recentlyhave we seenconcentrate@fforts
for establishingesearctcenterswithin engineeringschools
dedicatedo performingfoundationalresearcton the Inter-
netand othertypesof communicationsietworks. Another
relative recentdevelopmentwithin the CS community has
beena suddenincreasen Network Science courseoffer-
ings aspart of the traditional CS curriculumfor undegrad-
uateor graduatestudents;examplesof suchrecentcourse

offeringsinclude
e CMU: www.ece.cmu.edu/courses/19F9
e ColumbiaUniversity: www.ee.columbia.edwylin/
e GeogiaTech: www.cc.gatech.edudovrolis
e MIT: stellarmit.edu/S/course/6/sp11/
o UNM/SFI: www.santafe.edu/media/cscourses/

However, a cursory overview of thesecourseofferings
confirmsthatmostCS departmentéiave largely succumbed
to the "shock and awe" strategly appliedby Network Sci-
ence, have givenin to the hypeor buzzthat surroundghis
"new science",and have basicallybeenin denialaboutthe
engineeringootsthatattractssomary of thestudentgo CS
in thefirst place.This attitudeshouldbedisturbing,notonly
for networking researcherbut alsofrom the perspectie of
CSeducators.

3. CSAND NETWORK SCIENCE

To explain why this attitudeshouldbe a causeof concern
andwhy therecentuncriticalembraceof Network Science
by the CS community setsa bad example, it is necessary
to look beyond the existing hype and buzz and dig deeper
While the existing literatureis clearabouttheimportanceof
thelnternetapplicationdomainfor Network Science, there
is noderying thatthelnternethasalsoemepgedasatextbook
examplefor illustratinghow andwhy Network Science has
becomeaclassidessonin how errorsof variousformsoccur
andcanaddup to produceresultsandclaimsthatcreateex-
citementamongnon-epertsbut quickly collapsevhenscru-
tinized or examinedby domainexperts. While thereareno
textbooksthatdocumenthesefailuresof applyingNetwork
Science thinking to the Internet,thereare more and more
researctpapersn thepublishediteraturethatdetailthevar-
iousmis-stepandshav why findingsthatlook atfirst glance
impressive and conclusve to a science-mindedeaderturn
outto be simplywrongor completelymeaninglessvhenex-
aminedclosely by domainexperts. A partial list of these
papersnclude

e L. Li, D. Alderson,J.C. Doyle and W. Willinger. A
first principlesapproacho understandinthelnternets
routerlevel topology in: Proc. ACM SIGCOMM’04,
ACM ComputerCommunicatiorReview 34(4),2004.

o W. Willinger, D. Alderson,and L. Li. A pragmatic
approachto dealingwith high-variability in network
measurements: Proc. ACM SIGCOMMConfeence
onInternetMeasuementiMC’04, 2004.

e J.C.Doyle,D.L. AldersonL. Li, S.Low, M. Roughan,
S.Shalune, R. TanakaandW. Willinger. The"robust
yet fragile" natureof the Internet,in: PNAS102(41),
2005.



L. Li, D. L. Alderson,J. C. Doyle, andW. Willinger.

Towardsa Theory of Scale-FreeGraphs: Definition,

PropertiesandImplications,in: InternetMathematics
2(4),2006.

e D. Alderson. Catchingthe "Network Science"Bug:
InsightandOpportunityfor the OperationdResearcher
in: OpemtionsResearh 56,2008.

o W. Willinger, D. Alderson,andJ.C.Doyle. Mathemat-
ics andthe Internet: A Sourceof EnormousConfu-
sionandGreatPotential,n: Noticesof the AMS56(5),
2009.

e D. L. AldersonandJ.C.Doyle. Contrastingviews of
compleity andtheir implicationsfor network-centric
infrastructuresin: IEEE Transaction®n Systemdyian,
andCybernetics-Brt A 40(4),2010.

¢ B. KrishnamurthyandW. Willinger. Whatareourstan-
dardsfor validationof measurement-baseétworking
research™: ComputerCommunication84,2011.

¢ M. Roughan,W. Willinger, O. Maennel,D. Perouli,
andR. Bush. 10 Lessonsfrom 10 Yearsof Measur
ing andModelingtheInternets AutonomousSystems,
(undersubmission)2011.

While thissituationhasnaturallybecomeasourceof great
confusionwithin the larger sciencecommunity for CSre-
searcherghe main conclusionis neither controversial nor
shouldit comeasa big surprise:in its presentform, Net-
work science is largely incapableof dealingwith designed
systems(e.g., the Internetor other highly engineerechet-
works) in a way that advancesour understandingf these
systemgo the pointwherewe canpredicttheir behaior and
build themto meetpossiblydifferentor new needs.TheIn-
ternetexample also demonstrateshe dire needto develop
an intellectually strongerNetwork Science that can pass
themoredemandingndscientificallymorechallengingval-
idation criteriarequiredby a moreengineering-orientednd
lessphysics-inspiredesearclcommunity

4. BACK TO THE CSROQOTS

By carefullytracinganddocumentinghemainsourcef
errorsregardingtheapplicationof the currentNetwork Sci-
ence approacho the Internet,the abore-mentionegapers
shav thatmary of themostpopularNetwork Science con-
ceptsare severely lacking in rigor. The main problemsin-
clude(i) adismalattitudetowardsdatahygiene (ii) alargely
ignoredmismatchbetweertherigor of statisticaldataanaly-
sisandthe quality of the availabledata,and(iii) anoutdated
andcompletelyinadequat@pproacto modelingandmodel
validationwhenfacedwith anabundanceof data.

Ironically, theseproblemsareall in areaswhereCSwith
its rootsin the engineeringscienceshasbeentraditionally
strong. Empirical studiesthat startwith measurementand

their analysisandemploy creatve modelbuilding andvali-
dationhave beenatthecoreof CS’s contributionsto Internet
research.Key to the succesof suchstudieshasbeenthe
readily available domainknowledgethat exists in this field
andthat Network Science hasapparentlybeensuccessful
in ignoring for the sale of focusingon the "big picture.”
However, it is preciselythis domainknowledgethatoughtto
be usedto enforceparadigmshiftsin areasvhereNetwork
Science hasbeencaughtcuttingcornergo the detrimentof
scientificrigor andwhereit hasbeensuccessfuin corvinc-
ing large partsof the scientific communitythat engineers,
becausef their obsessionvith details,arelargelyincapable
of "seeingthe forestfor the trees"and are obstructingthe
progresof science.
TherearethreemainareasvhereCScanreturntoits roots
in the engineeringsciencesandturn the tableson Network
Science. They illustratethe key differencesn approaches
andperspectiesthathave beenresponsibldor muchof the
reported"divergencein opinions." An important question
they raiseis whetherNetwork Science andCSwill beable
to learnfrom oneanotherin thefutureto advancethe study
of complex networks to the point whereit benefitsscience
asawhole.
Measurements: Amongscientistsapopularandtelling view
of thelnternetis thatsinceit is a network of computersand
since computersare good at measuring,Internetmeasure-
mentis easyanddatais abundant.However, evenwithin the
CScommunity a largely ignoredfactaboutinternet-related
measurementis that what we canmeasuren an Internet-
like ervironmentit typically not the sameas what we re-
ally want to measureg(or what we think we actually mea-
sure). This makesmeasuremerfforts within the largerIn-
ternetsettingin generalnon-trivial, anda commonly-used
"solution” consistof relying on engineerindhacksthattyp-
ically do not yield the originally desireddataand provide
insteadsomecloselyrelatedbut measurablguantities.Us-
ing theresultingdataat facevalue(i.e., asif they werethe
datawe originally wanted)and deriving from them results
that we cantrust can either involve a leap of faith or the
useof domainknowledge. The paperscited in Section3
provide plenty of concreteevidencethat while the leap-of-
faith methodadwocatedby Network Science oftenresults
in wrong resultsand scientific deadends,the use-domain-
knowledge approachpursuedby a CS community that is
not in denial of its engineeringroots ensuregrogressand
leadsto scientificadvances."Measuringthe measurer'and
"knowing your data"aretwo scientificactiitiesthatlack the
allureor appeabf mary Network Science conceptdut are
essentiafor ensuringscientificrigor.
Data analysis: In additionto the fact that Internet-related
measurementtypically reflect what we can measureand
not what we wantto measurethey also have the problem
thatthey tendsto be inaccuratejncomplete or ambiguous.
Whenfacedwith suchdata,it is importantto remembethat
therearecritical differencedetweeranalyzinghigh-quality



andlow-quality datasets,andthatapproachinghelatterthe
sameway as the former is not only bad statisticsbut also
bad scienceand bolstersthe popularnotion that “there are
lies, damnedlies, and statistics. Unfortunately the work
requiredto analyzesuchdataandarrive at conclusionghat
we cantrustis hardly glamorousor newvs-worthy, especially
whencomparedo the overall excitementgeneratedy the
popularNetwork Science perspectre thatemphasizeshe
enormousolumeof theavailabledatasetandtheirapparent
compleity, but is largely agnosticnot only to the approxi-
matebut alsoto the oftenverylow-quality natureof thedata.
Again,ensuringhatthe“Garbagen, GospelOut" extension
of the phrase'Garbageln, GarbageOut" doesnot apply to
theanalysisof Internet-relatedneasurementequiresatten-
tion to detailsand"dirty work", amessagéhatshouldcome
loud andclearfrom CS, becausaét is clearly not part of to-
day’s Network Science teaching.

Modeling: While the Internetapplicationhasbeena prime
victim of the"shockandawe" assaulbf Network Science,
it hasfortunatelyalso beena perfectexamplefor demon-
stratinganalternative approactto the studyof networksthat
highlightsthe sortof paradignmshiftsneededn our questfor
an intellectually strongey mathematicallymore solid, and
scientifically more rigorous"Scienceof Networks." A key
elementin this questis the recognizecheedto turn network
modelingfrom a largely uninspiring and often flawed ex-
ercisein data-fittinginto a more challengingbut alsomore
rewarding exercisein "reverse-engineering~ the ultimate
goal of an engineerto discover and understandhe various
principlesunderlyingthe systemof interest.In the process,
thefocusof Network Science will naturallyturnto thenet-
works’ variouspurposesandfunctionalitiesand away from
the currentalmostexclusive emphasison topology or con-
nectvity. This alternatve approachis deeplyrootedin the
CS communitys engineeringprientationandre-iterateghe
centralrole playedby domainspecificknowledge— "details
matter!"In this senseit providesanimportantbalancdo the
existing, morephysics-centereetwork Science perspec-
tive that seeksthe discovery of propertieghatare universal
acrossarangeof diversenetworksanddo notdepencdbnthe
particularsof the systemsat hand.

5. MOVING BEYOND "SHOCK AND AWE"

Thereis noreasorto believethatbecausef thisengineering-

inspiredperspectieadwcatedn thisarticleandtheincreased
attentionto domain-specifidetailsthatit demandsthequest
for abstractionof understandinghat are commonamong
networksacrosswidely separatedomainsandthattogether
may capturethe essencef broadclasse®f networkshasto
beabandonedin fact,thelnternetexampleandresultingen-
gineeringperspectie sene asimportantreminderthatwhile
the questfor a unifying theoreticalframework thatencom-
passeshuilds on, andintegratesall theseabstractionsimul-
taneouslyremainswell within the reachof a long-termre-

searchprogramin Network Science, theform thattheseab-
stractionscantake andtheir relative importancewill neces-
sarily differ for networksin differentdomainsor evenwithin
the samedomain. Clearly, sucha fundamentaframewnork
would havetremendouslyroadapplicabilityandappealput
to getthere thingshave to change.

To quotefrom the introductionto a recentspecialissue
of Scienceg11]: "In the past10 years, new waysof gather
ing, analyzing storing anddisseminatingnformationhave
transformedscience Reseathers genemate more observa-
tions, more models,and more automatedexperimentation
than ever befor, creatinga data-satuatedworld. Theln-
ternethaschangedhowsciencas communicatednd given
non-scientistsew opportunitiesto take part in reseach.
Wholenew fields,suc as networkscienceare arising, and
sciencetselfis becomingmore of a networkmore collabo-
rative more multidisciplinaryJasreseachersrecgnizethat
it takesmanymindsand varied expertiseto tadkle comple
guestionsaboutlife, land, and the universe..." While there
is little to nitpick aboutthis view, we argueherethatto suc-
ceedin this endea&or, Network Science hasto learnfrom
pastmistales,broadernits view, andbuild deepetinks with
domain experts acrossthe sciences. Otherwise,the same
or similar mistales that we have encounteredn the Inter-
netcontet will be (andarealready)repeatedn the context
of, say biology, wheretheimplicationsarepotentiallymuch
moregrave (e.g.,peopledie), andthis will reflectpoorly on
Network Science asa scientificdisciplineandon science
asawhole.
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